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Figure 17-5. C4I and IT Development
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SUPPLEMENT 17-A

OPEN SYSTEM APPROACH

systems engineering, interface control, modular
design, and design for upgrade. As a technical ap-
proach it supports the engineering goals of design
flexibility, risk reduction, configuration control,
long-term supportability, and enhanced utility.

Open Systems Initiative

In DoD the open system initiative was begun as a
result of dramatic changes in the computer indus-
try that afforded significant advantages to design
of C4ISR and IT systems. The standardization
achieved by the computer industry allows C4ISR
and IT systems to be designed using interface
standards to select off-the-shelf components to
form the system. This is achieved by using
commercially-supported specifications and
standards for specifying system interfaces (exter-
nal and internal, functional and physical), prod-
ucts, practices, and tools. An open system is one

The open system approach is a business and
technical approach to system development that
results in systems that are easier to change or
upgrade by component replacement. It is a system
development logic that emphasizes flexible
interfaces and maximum interoperability, optimum
use of commercial competitive products, and
enhanced system capacity for future upgrade. The
value of this approach is that open systems have
flexibility, and that flexibility translates into ben-
efits that can be recognized from business,
management, and technical perspectives.

From a management and business view, the open
system approach directs resources to a more in-
tensive design effort with the expectation of a life
cycle cost reduction. As a business approach it
supports the DoD policy initiatives of CAIV, in-
creased competition, and use of commercial prod-
ucts. It is a technical approach that emphasizes
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Figure 17-6. Simplified Computer Resource Reference Model

1 Open Standards are non-proprietary, consensus-based standards widely accepted by industry. Examples include SAE, IEEE, and ISO
standards.

2 This system architecture typically describes the end product but not the enabling products. It relies heavily on interface definitions to
describe system components.
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in which interfaces are fully described by open
standards.1 An open system approach extends this
concept further by using modular design and
interface design to enhance the availability of mul-
tiple design solutions, especially those reflecting
use of open standards, competitive commercial
components, NDIs, and future upgrade capability.

As developed in the C4ISR and IT communities,
the open system approach requires the design of
three architectures: operational, technical, and
system.

As shown in Figure 17-5, the first one prepared is
an operational architecture that defines the tasks,
operational elements, and information flows
required to accomplish or support an operational
function. The user community generates the
operational concepts that form an operational
architecture. The operational architecture is
allusive. It is not a specific document required to
be developed by the user such as the ORD; but

because of their operational nature, the user must
provide the components of the operational
architecture. It is usually left to the developer to
assemble and structure the information as part of
the system definition requirements analysis. Once
the operational architecture has clearly defined the
operational need, development of a system
architecture2 is begun.

The (open) system architecture is a set of descrip-
tions, including graphics, of systems and intercon-
nections supporting the operational functions
described in the operational architecture. Early in
the (open) system architecture development a
technical architecture is prepared to establish a set
of rules, derived from open consensus-based
industry standards, to govern the arrangement,
interaction, and interdependence of the elements
of a reference model. Reference models are a com-
mon conceptual framework for the type of system
being designed. (A simple version for computer
resources is shown in Figure 17-6.)
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The technical architecture identifies the services,
interfaces, standards, and their relationships; and
provides the technical guidelines upon which
engineering specifications are based, common
building blocks are built, and product lines are
developed. In short, the technical architecture be-
comes a design requirement for developing the
system. (The purpose, form, and function of the
technical architecture is similar to building codes.)

The system architecture is then further developed
to eventually specify component performance and
interface requirements. These are then used to
select the specific commercial components that
form the system under development. This process,
called an implementation, envisions the produc-
tion process as consisting primarily of selecting
components, conformance (to the interface and
performance requirements) management, and
assembly, with little or no need for detailed design
fabrications.

The process described above has allowed signifi-
cant achievements in computer-related develop-
ments. Other technical fields have also used the
open system design approach extensively. (Com-
mon examples are the electrical outlets in your
home and the tire-to-wheel interface on your car).
In most cases the process is not as well defined as
it is in the current digital electronics area. A con-
sistent successful use of the open design concept,
in and outside the electronics field, requires an
understanding of how this process relates to the
activities associated with systems engineering
management.

Systems Engineering Management

The open system approach impacts all three
essential elements of systems engineering manage-
ment: systems engineering phasing, the systems
engineering process, and life cycle considerations.
It requires enhanced interface management in the
systems engineering process, and requires specific
design products be developed prior to engineer-
ing-event milestones. The open systems approach
is inherently life-cycle friendly. It favorably
impacts production and support functions, but it

also requires additional effort to assure life-cycle
conformance to interface requirements.

Open Systems Products and
SE Development Phasing

A system is developed with stepped phases that
allow an understanding of the operational need to
eventually evolve into a design solution. Though
some tailoring of this concept is appropriate, the
basic phasing (based on the operational concept
preceding the system description, which precedes
the preliminary design, which precedes the detailed
design) is necessary to coordinate the overall
design process and control the requirements flow-
down. As shown by Figure 17-7 the open system
approach blends well with these development
phases.

Concept Studies Phase

The initial detailed operational concept, including
operational architectures, should be a user-com-
munity output (with some acquisition engineering
assistance) produced during the concept explora-
tion phase that emphasizes operational concepts
associated with various material solutions. The
operational concept is then updated as necessary
for each following phase. Analysis of the initial
operational concept should be a key element of
the operational view output of the system defini-
tion phase requirements analysis. An operational
architecture developed for supporting the system
description should be complete, comprehensive,
and clear; and verified to be so at the Alternative
Systems Review. If the operational architecture
cannot be completed, then a core operational
capability must be developed to establish the basis
for further development. Where a core capability
is used, core requirements should be complete and
firm, and the process for adding expanded
requirements should be clear and controlled.

System Definition Phase

System interface definitions, such as the technical
architecture, and high-level (open) system archi-
tecture should be complete in initial form at the



Chapter 17 Product Improvement Strategies

167

Figure 17-7. Phasing of Open System Development
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end of the system definition phase (along with other
functional baseline documentation). Successful
completion of these items is required to perform
the preliminary design, and they should be avail-
able for the System Functional Review, also
referred to as the System Definition Review or Sys-
tem Design Review. The open system documenta-
tion can be separate or incorporated in other func-
tional baseline documentation. The criteria for
acceptance should be established in the systems
engineering management plan as phase-exit
criteria.

Preliminary Design Phase

Along with other allocated baseline documenta-
tion, the interface definitions should be updated
and the open-system architecture completed by the
end of the preliminary design effort. This docu-
mentation should also identify the proper level of
openness (that is, the level of system decomposi-
tion at which the open interfaces are established)
to obtain the maximum cost and logistic advantage
available from industry practice.

The preliminary design establishes performance-
based descriptions of the system components, as
well as the interface and structure designs that
integrate those components. It is in this phase that
the open system approach has the most impact.
Interface control should be enhanced and focused
on developing modular designs that allow for maxi-
mum interchange of competitive commercial prod-
ucts. Review of the technical architecture (or in-
terface definitions) becomes a key element of re-
quirements analysis, open system focused func-
tional partitioning becomes a key element of func-
tional analysis and allocation, iterative analysis of
modular designs becomes a key element of design
synthesis, and conformance management becomes
a key element of verification. Open system related
products, such as the technical architecture, inter-
face management documentation, and conform-
ance management documentation, should be key
data reviewed at the Preliminary Design Review.
Again, the criteria for acceptance should be estab-
lished in the systems engineering management plan
as phase-exit criteria.
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Figure 17-8. Open System Approach to the Systems Engineering Process
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Detail Design Phase

The detail design phase becomes the implementa-
tion for those parts of the system that have achieved
open system status. Conformance management
becomes a significant activity as commercial com-
ponents are chosen to meet performance and
interface requirements. Conformance and interface
design testing becomes a driving activity during
verification to assure an open system or subsystem
has been achieved and that components selected
meet interface requirements and/or standards.

Systems Engineering Process

The systems engineering problem solving process
consists of process steps and loops supported by
system analysis and control tools. The focus of the
open systems engineering process is compartmen-
talized design, flexible interfaces, recognized in-
terface standards, standard components with
recognized common interfaces, use of commercial
and NDIs, and an increased emphasis on interface
control. As shown by Figure 17-8, the open-sys-
tem approach complements the systems engineer-
ing process to provide an upgradeable design.

Requirements analysis includes the review and
update of interface standards and other interface
definitions generated as output from previous
systems engineering processes. Functional analy-
sis and allocation focuses on functional partition-
ing to identify functions that can be performed in-
dependent of each other in order to minimize func-
tional interfaces. Design synthesis focuses on
modular design with open interfaces, use of open
standards compliant commercial products, and the
development of performance and interface speci-
fications. The verification processes include con-
formance testing to validate the interface require-
ments are appropriate and to verify components
chosen to implement the design meet the interface
requirements. Engineering open designs, then, does
not alter the fundamental practices within systems
engineering, but, rather, provides a specific focus
to the activities within that process.

System Engineering Control:
Interface Management

The key to the open systems engineering process
is interface management. Interface management
should be done in a more formal and comprehen-
sive manner to rigidly identify all interfaces and
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control the flowdown and integration of interface
requirements. The interfaces become controlled
elements of the baseline equal to (or considered
part of) the configuration. Open system interface
management emphasizes the correlation of inter-
face requirements between interfacing systems.
(Do those designing the interfacing systems
understand the interface requirements in the same
way?) Computer-Aided System Engineering
(CASE) generated schematic block diagrams can
be used to track interface design activity.

An open system is also characterized by multiple
design solutions within the interfaces with empha-
sis on leveraging best commercial practice. The
interface management effort must control interface
design such that interfaces specifically chosen for
an open system approach are designed based on
the following priority:

• Open standards that allow competitive products,

• Open interface design that allows installation
of competitive products with minimal change,

• Open interface design that allows minimal
change installation of commercial or NDI prod-
ucts currently or planned to be in DoD use, and
last,

• Unique design with interfaces designed with
upgrade issues considered.

Note that these are clear priorities, not options.

Level of Openness

The level at which the interface design should focus
on openness is also a consideration. Each system
may have several levels of openness depending on
the complexity of the system and the differences
in the technology within the system. The level cho-
sen to define the open interfaces should be
supported by industry and be consistent with
program objectives. For example, for most digital
electronics that level is the line-replaceable (LRU)
and shop-replaceable (SRU) level. On the other
hand the Joint Strike Fighter intends to establish
openness at a very high subsystem level to achieve

a major program objective, development of
different planes using common building blocks
(which, in essence, serve as the reference model
for the family of aircraft). The open system ap-
proach designed segments of a larger system could
have additional openness at a lower level. For ex-
ample, the Advanced Amphibious Assault Vehicle
(AAAV) engine compartment is an open approach
design allowing for different engine installation
and future upgrade capability. On a lower level
within the compartment the fuel filters, lines, and
connectors are defined by open standard based
interfaces. Other systems will define openness at
other levels. Program objectives (such as inter-
operability, upgrade capability, cost-effective sup-
port, affordability, and risk reduction) and industry
practice (based on market research) drive the
choice of the level of openness that will best assure
optimum utility and availability of the open system
approach.

Life Cycle Considerations

Life cycle integration is established primarily
through the use of integrated teaming that com-
bines the design and life cycle planning. The ma-
jor impacts on life-cycle activity include:

• Time and cost to upgrade a system is reduced.
It is common in defense systems, which have
average life spans in excess of 40 years, that
they will require upgrade in their life due to
obsolescence of original components, threat
increase, and technology push that increases
economy or performance. (Most commercial
products are designed for a significantly shorter
life than military systems, and designs that rely
on these commercial products must expect that
original commercial components will not
necessarily be available throughout the system’s
life cycle.) By using an open system approach
the ability to upgrade a system by changing a
single or set of components is greatly enhanced.
In addition, the open system approach eases the
design problem of replacing the component,
thereby reducing the cost and schedule of up-
grade, which in turn reduces the operational
impact.
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• An open system approach enhances the use
of competitive products to support the system.
This flexibility tends to reduce the cost associ-
ated with supply support, but more importantly
improves component and parts availability.

• Conformance management becomes a part of
the life cycle configuration process. Replace-
ment of components in an open system must
be more controlled because the government has
to control the system configuration without
controlling the detail component configuration
(which will come from multiple sources, all
with different detail configurations). The gov-
ernment must expect that commercial suppli-
ers will control the design of their components
without regard to the government’s systems.
The government therefore must use perfor-
mance- and interface-based specifications to
assure the component will provide service
equivalent to that approved through the acqui-
sition process. Conformance management is the

process that tracks the interface requirements
through the life cycle, and assures that the new
product meets those requirements.

Summary Comments

Open system design is not only compatible with
systems engineering; it represents an approach that
enhances the overall systems engineering effort. It
controls interfaces comprehensively, provides in-
terface visibility, reduces risk through multiple
design solutions, and insists on life cycle interface
control. This emphasis on interface identification
and control improves systems engineers’ capability
to integrate the system, probably one of the hard-
est jobs they have. It also improves the tracking of
interface requirements flow down, another key job
of the systems engineer. Perhaps most importantly,
this rigorous interface management improves sys-
tems engineers’ ability to correctly determine
where commercial items can be properly used.


